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Problem

No automated tracking

Card-scan systems are forgotten,
ignored, or skipped entirely.

Badge sharing

Anyone can use someone else's
card; there's no identity check.

Privacy & security

Existing systems tie real identities
directly to location logs with no
pseudonymization.




Architecture
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BLE Tag Broadcasts __1 Scanner Detects & Filters
User carries an ESP32-C6 tag. It broadcasts a unique UUID over ESP32-S3 scanner validates UUID, applies median + EMA
BLE. filtering, publishes RSSI via MQTT.
\ A4 N
1 1
1 1
s N
Pi Decides Location Camera Verifies Face
Raspberry Pi reads MQTT, resolves tag = user, runs hysteresis Periodic loop captures a frame, compares face descriptors,
state machine, writes to Redis. marks user 'verified' on the dashboard.
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Features

in

Pseudonymized by default

Public dashboard & API show only
pseudonymized nicknames and UUIDs.

Two dashboards

Node-RED public view + AdminlJS private
panel.

Hysteresis room transitions

Signal strength, debounce, and
minimum sample confirmation; no
flickering between rooms.
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GDPR-aware architecture

Face embeddings and user records live
in SQLite only. Redis, MQTT, and the
public APl never expose real data.

Face verification

Matches live camera frame against
stored user embeddings.

InfluxDB event logging

Room enter/leave events logged to
InfluxDB for post-analysis.




See your location LIVE!

1) Pick up a BLE tag and enter the room
2) Watch yourself appear on the dashboard pseudonymized
39 Walk to another room and see your location update

4y Power off the tag and you disappear after a few seconds




Get verified LIVE!

1) Take a picture of just your face

1) Mirror the image if using selfie camera

2) Setthe image to youruser account

3) Stand in front of the camera to get verified

4y Walking to another room will require new verification
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